A Special Newsletter
from S4S

PROTECTING YOUR
AUDIT4 FROM
RANSOMWARE

What is RANSOMWARE ??

In the last few months we have had several sites suffer some data loss
and/or severe disruption from Ransomware infections as a result of an
innocent looking email.

Ransomware is the term used for softWARE that encrypts your valuable
files and demands a RANSOM for the “key” to decrypt them. Because
the hackers behind the extortion are making large sums of money,
ransomware has become so prevalent that IT Security specialists are
coining it a “pandemic”. The reason the extortionists behind
ransomware make money, is that many victims discover their backups
have been failing, or are also encrypted. Ideally no-one should pay the
ransom and then the business model for these hackers would disappear.
Paying the money does not guarantee getting your files back.

So what can you do?
Start by reading this document carefully together with your Local IT
Support.
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Your irreplaceable clinical data needs protection

If you don’t protect your data you will run the risk of incurring significant IT Support fees associated
with getting everything back up and running, possible data loss, and a major disruption to your
practice.

How do | become a victim of Ransomware?

Most malware (i.e. malicious software) infections come via email or web browsing. Unfortunately,
“hot off the press” and highly sophisticated malware will typically avoid being detected by Anti-
Virus/Anti-Malware security software.

Email phishing attacks are becoming more sophisticated and more targeted making it harder to spot
the difference between a malicious email and a legitimate email. But usually, all that is required is
some care and common sense and if in doubt you should simply contact the sender to verify the
email is indeed legitimate BEFORE opening the attachment, or clicking on a link. Some links to web
sites that help explain safe computing practices are provided at the end of this document and are
essential reading for all staff.

You are unlikely to visit malicious web sites for normal work purposes provided you are sensible
when browsing the web. However, even quite reputable web sites can get hacked such that,
unbeknown to the web site owners, there may be malware hidden and ready to drop onto the
unsuspecting computer that visits the website.

If your IT infrastructure is not set up securely or managed properly - weak passwords, failure to
apply security updates and easy to hack remote access methods - there are other avenues of
infection that hackers can exploit.
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Are you prepared?
First and foremost: Are your backups working and safely stored OFFSITE?

If you cannot confidently answer “YES” to this question then drop what you are doing and get your
IT Support on the phone and get your backup process sorted. Not only is it important to have a
backup solution in place, but it is critical to have a strict monitoring process to ensure that it is
working correctly all the time. All too often people only become aware of problems with their
backups when they actually need them, by which time it can be too late.

Note that S4S Support will configure Audit4 to back-up the Audit4 database and the Audit4 media
files to a local folder on the server. Your IT Support need to configure the copying of these local
Audit4 Backup files from your Audit4 server to removable media that is stored offsite.

Please confirm with assistance from your IT Support, that backups are successfully working and are
stored offsite every day.

Do you have any “disconnected” backups?

If you back up to one or two external backup drives that are usually left connected, then there is a
risk that the Ransomware will encrypt your backup files as well, rendering a recovery from backup
impossible. This can happen before you notice the presence of the Ransomware — you won’t notice
it until it finally encrypts your critical files. You should have multiple copies of your backups
disconnected and for fire and flood protection as well, these should be safely stored off site.

If you have a good internet connection, consider having an extra backup of critical data to a “cloud”
backup solution. S4S can arrange a cloud backup service for your Audit4 data. Or alternatively, your
IT Support could configure a cloud backup solution for your Audit4 data as well as your other
practice files and data.
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If (or is it "When") | get Ransomware what can | expect?

How you fair in the event of an infection will vary depending on how your IT is setup and how well
you are prepared for any sort of disaster.

Audit4 and Ransomware

Fortunately Audit4’s underlying design makes it possible to significantly reduce the risks to your
clinical data.

Dedicated Server configuration (more protected)

If you have a dedicated server, then Malware directly running on the server is much less likely than if
it were also being used as a workstation. If you just use the server for remote access to your Audit4,
then S4S strongly recommends that you
e use a windows username that does not have Administrative permissions (the Audit4 client
software, does not require administrative permissions),
e avoid using the server for web browsing and email when remotely connected.

If somehow there is an infection directly on the server, provided the malware is not running with
Administrator privileges and assuming correct permissions are on the S4S folder, then the Audit4
database and media files is more likely to be safe from encryption.

When you have a dedicated server, a workstation infection within the practice will usually be much
less traumatic for your Audit4 depending on the permissions that your windows username possesses
and what network drives are connected. If the usernames you use for normal work on your
workstations does not have admin permissions on your server, then encryptions of files on the
server will be limited to those files that you can modify via network file shares. Being a true
database application, Audit4’s server files do not need to be directly accessible via a network share
which provides protection from a workstation infection®. Your IT Support should ensure that the
Audit4server files and folder on the server is not accessible from workstations with your normal,
everyday windows logins.

S4S Support strongly recommends that users do not use accounts with administrator privileges for
their everyday work and that the server be dedicated as a server and not be used for browsing the
internet or reading email.

Non-Dedicated Server and standalone laptop users (less protected)

If the server is not dedicated to being a server and thus there are one or more users that logon to
the server for their day to day work, then the chance that ransomware can impact your Audit4 data
is much greater. Users on the server/laptop should be using a windows login that is NOT an
administrator — this vastly reduces the chance of a malware infection, as well as greatly limiting the
damage an infection will cause. With correct permissions on the Audit data and local backup

1 Other software may require networks shares with read and write permissions and thus may still be
vulnerable to the ransomware encryption.
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folder(s) an infection with a non-administrator account means the ransomware is thwarted from
encrypting your Audit4 data.

Recommendations and Action Summary

Discuss this checklist closely with your IT support - are you prepared?

v

v

Put in place a backup solution that copies the Audit4 backup folder from
the server or laptop to backup media stored offsite.

Put in place a monitoring process that ensures backups are always
working as expected. Best that a human does regular checks.

Preferably, have a dedicated server for your Audit4 database and avoid
using the server directly for email and web browsing.

Ensure the practice’s server and workstations are receiving security
updates. Microsoft releases updates regularly — usually once a month
but sometimes more often — but be aware that other software may also
require updates (e.g. Adobe Reader etc.).

Day to day use should be done using windows usernames that DO NOT
have administrative privileges. See diagram on last page.

Staff should be acquainted with safe computing practices —i.e. being
able to identify “phishing emails”. Do not click on any links within, or
open documents attached to an email that you do not trust.

Use good Anti-virus/Anti-Malware security software (but this alone
unfortunately doesn’t guarantee prevention).

Ensure you have strong passwords (complex but memorable) for all
your windows logins (mixture of letters, numbers, upper and lower case
and special characters).

Ask your local IT Support to consider disabling Windows Script Host so
that certain malware will fail to infect. For more information:
https://technet.microsoft.com/en-us/library/ee198684.aspx

Ask your IT Support if your remote access method to your practice could
be more secure — e.g. use a VPN connection and/or a non-standard port
for RDP, and remoting to a desktop instead of the server.
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Recovery costs

Your Audit4 subscription means that S4S Support will provide certain disaster recovery services with
no additional fees —i.e. natural events that are largely out of your control (fire, flood, catastrophic
server failure etc.). However, in the special case of ransomware, it is unrealistic for S4S to absorb
the extra support costs associated with an Audit4 recovery, because this problem can be avoided.
The key here is that prevention is far better than cure so some technologies, policies, processes and
common sense need to be employed for avoidance. However, if the worst happens it is very
important to have the right recovery strategies in place so the harm can be minimised and you can
get back to using your Audit4 as soon as possible.

Below is a diagram that can help understand the risks that using administrative logins pose.

S4S Support will freely answer any questions arising from this newsletter — we want you to be
prepared and that starts with a good understanding of the problem.

Other Resources

How to Identify Phishing emails. (All staff should become familiar with
this).

https://www.microsoft.com/en-us/security/online-privacy/phishing-symptoms.aspx
https://www.onguardonline.gov/phishing

Ransomware

https://www.microsoft.com/security/portal/mmpc/shared/ransomware.aspx

General Computer Security

https://www.cert.gov.au/advice
https://www.onguardonline.gov/articles/0009-computer-security
https://www.onguardonline.gov/laptop

Windows Script Host

https://technet.microsoft.com/en-us/library/ee198684.aspx
https://labsblog.f-secure.com/2016/04/19/how-to-disable-windows-script-host/
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RansomWare Risk when Using Admin Accounts

Within the Practice

Scenario 1: User Privileges only

Local workstation not
easily infected and
most files unlikely to
be encrypted

NB: If you remote into a workstation with user privileges for
external access to Audit4, the server has reduced risk of
infection / damage / data loss

N\

System and Audit4
server files not at risk

Scenario 2: Local Administrator (This PC Only)

84

Local workstation
easily infected and
files can be encrypted

Well configured dedicated Windows
server with security software and regular
Microsoft updates

Strong passwords and secure remote
connection methods are critical

-

of being encrypted

>

Scenario 3: Using Domain Administrator Login

Local workstation
easily infected and
files can be encrypted

of being encrypted

d

System Only modifiable by
Files Domain Administrator
Auditd Only modifiable by
Files Domain Administrator or
> 4 Audit4 application
All server files at risk ‘
Shared Modifiable by all users
User Files (always at risk —i.e. non
Audit4 files)

NB: If you Remote into the server with Administrator username the risk to the

server is the same as Scenario 3 — all data on the server is at risk.



